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Terms and Conditions Cybersecurity for Suppliers 

These Terms and Conditions Cybersecurity for Suppliers (‘T&C CS for Suppliers’) apply 
to Suppliers of Products with Digital Elements when supplying their products to Bosch 
Energy and Building Solutions B.V. and/ or companies affiliated to Bosch Energy and 
Building Solutions B.V. according to article 2:24b Dutch Civil Code (Burgerlijk Wetboek) 
(hereinafter: ‘Bosch’) for the distribution of the contractual products by Bosch to third parties 
either directly or integrated as Components in Bosch products. Supplier and Bosch are 
hereinafter denoted as ‘Party’ and together as ‘Parties’. 

 

1. Definitions 

1.1 ‘Contract’ means the contractual document(s) agreed upon by the Parties, such as a corporate 
agreement, individual contract(s), and/ or individual order(s) governing the purchase of Products 
with Digital Elements. 

1.2 ‘Contract Product with Digital Elements’ means a Product with Digital Elements governed by 
the Contract. 

1.3 ‘Product with Digital Elements’ means a Software or Hardware product and its Remote Data 
Processing solutions, including Software or Hardware Components being placed on the market 
separately. 

1.4 ‘Remote Data Processing’ means data processing at a distance for which the Software is 
designed and developed by the Manufacturer, or under the responsibility of the Manufacturer, 
and the absence of which would prevent the Product with Digital Elements from performing one 
of its functions. 

1.5 ‘Software’ means the part of an Electronic Information System which consists of computer code. 

1.6 ‘Hardware’ means a physical Electronic Information System, or parts thereof capable of 
processing, storing, or transmitting digital data. 

1.7 ‘Component’ means Software or Hardware intended for integration into an Electronic 
Information System. 

1.8 ‘Electronic Information System’ means a system, including electrical or electronic equipment, 
capable of processing, storing, or transmitting digital data. 

1.9 ‘Manufacturer’ means a natural or legal person who develops or manufactures Contract 
Products with Digital Elements or has Contract Products with Digital Elements designed, 
developed, or manufactured, and markets them under its name or trademark, whether for 
payment, monetization, or free of charge. 

1.10 ‘Support Period’ means the period during which the Manufacturer is required to ensure that 
vulnerabilities of a Contract Product with Digital Elements are handled effectively and in 
accordance with the Cybersecurity requirements set out in section 3 of these T&C CS for 
Suppliers. 

1.11 ‘Intended Purpose’ means the use for which a Contract Product with Digital Elements is 
intended by the Manufacturer, including the specific context and conditions of use, as specified 
in the information supplied by the Manufacturer in the instructions for use, promotional or sales 
materials and statements, as well as in the technical documentation. 

1.12 ‘Software Bill of Materials’ means a formal record containing details and supply chain 
relationships of Components included in the Software elements of a Contract Product with 
Digital Elements. 

1.13 ‘Cybersecurity’ means the activities necessary to protect network and information systems, 
the users of such systems, and other persons affected by Cyber Threats. 
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1.14 ‘Cyber Threat’ means any potential circumstance, event or action that could damage, disrupt, 
or otherwise adversely impact network and information systems, the users of such systems and 
other persons. 

1.15 ‘Vulnerability’ means a weakness, susceptibility, or flaw of a Contract Product with Digital 
Elements that can be exploited by a Cyber Threat. 

1.16 ‘Exploitable Vulnerability’ means a Vulnerability that has the potential to be effectively used 
by an adversary under practical operational conditions. 

1.17 ‘Actively Exploited Vulnerability’ means a Vulnerability for which there is reliable evidence 
that a malicious actor has exploited it in a system without permission of the system owner. 

1.18 ‘Reseller’ means a Supplier that sells, leases and/ or distributes Contract Products with Digital 
Elements to Bosch, without being the Manufacturer of the respective Contract Product. 

 

2. Scope 

2.1 These T&C CS for Suppliers shall apply to any Contract regarding Products with Digital 
Elements between the Parties. 

2.2 Terms and Conditions of the Supplier regarding Cybersecurity shall not apply, except the Parties 
have explicitly agreed upon otherwise in writing. 

2.3 If the EU Cyber Resilience Act (EU Regulation 2024/2847) stipulates further obligations for the 
Supplier, such obligations shall apply in addition to these T&C CS for Suppliers. 

 

3. Cybersecurity in Contract Products with Digital Elements 

3.1 Manufacturer shall undertake an assessment of the Cybersecurity risks associated with 
Contract Products with Digital Elements and take the outcome of that assessment into account 
during the planning, design, development, production, delivery, and maintenance phases of the 
Contract Product with Digital Elements with a view to minimising Cybersecurity risks, preventing 
incidents and minimising their impact, including in relation to the health and safety of users. 

3.2 Manufacturer shall document the Cybersecurity risk assessment referred to in 3.1 of these T&C 
CS for Suppliers and update it as appropriate during the Support Period to be determined in 
accordance with 3.7 of these T&C CS for Suppliers. 

3.3 Contract Products with Digital Elements shall be designed, developed, and produced by 
manufacturer in such a way that they ensure an appropriate level of cybersecurity based on the 
risks. 

3.4 On the basis of the Cybersecurity risk assessment referred to in 3.1 of these T&C CS for 
Suppliers and where applicable, Contract Products with Digital Elements shall: 

(a) be delivered by Manufacturer without any known Exploitable Vulnerabilities; 

(b) be delivered by Manufacturer in a secure by default configuration; 

(c) be designed, developed, and produced by Manufacturer in such a way that they ensure that 
Vulnerabilities can be addressed through security updates; 

(d) be delivered by Manufacturer with appropriate control mechanisms to protect from 
unauthorized access, including but not limited to authentication, identity, or access 
management systems; 

(e) protect the confidentiality of transmitted data, personal or other, such as by encrypting 
relevant data in transit by state-of-the-art mechanisms, and by using other technical means; 

(f) protect the integrity of transmitted data, personal or other, commands, programs and 
configuration against any manipulation or modification not authorised by the user, and report 
on corruptions; 
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(g) protect the availability of essential and basic functions, also after an incident, including 
through resilience and mitigation measures against denial-of-service attacks; 

(h) be designed, developed, and produced by Manufacturer to limit attack surfaces, including 
external interfaces; 

(a) provide the possibility for users to securely and easily remove on a permanent basis all data 
and settings and, where such data can be transferred to other products or systems, ensure 
that this is done in a secure manner. 

1.2 For the purpose of complying with 3.3 and 3.4 of these T&C CS for Suppliers, Manufacturer 
shall exercise due diligence when integrating Components sourced from third parties so that 
those Components do not compromise the Cybersecurity of the Contract Products with Digital 
Elements, including when integrating Components of free and open-source Software. 

1.3 Manufacturer shall, upon identifying a Vulnerability in a Component, including in an open-source 
Component, which is integrated in a Contract Product with Digital Elements report the 
Vulnerability to the person or entity manufacturing or maintaining the Component, and address 
and remediate the Vulnerability in accordance with the vulnerability handling requirements set 
out in 3.13 to 3.19 of these T&C CS for Suppliers. 

1.4 Manufacturers shall determine the Support Period for Contract Products with Digital Elements so 
that it reflects the length of time during which the product is expected to be in use, taking into 
account, in particular, reasonable user expectations, the nature of the product, including its 
Intended Purpose, as well as relevant applicable law and regulations determining the lifetime of 
Products with Digital Elements. The matters to be taken into account in order to determine the 
Support Period shall be considered in a manner that ensures proportionality. The Support Period 
shall be at least five years. Where the Contract Products with Digital Elements are expected to 
be in use for less than five years, the Support Period may correspond to the expected use time, 
but only to the extent explicitly agreed upon by the Parties in writing. 

1.5 Manufacturer shall draw up and, during the Support Period, continuously update technical 
documentation for the Contract Products with Digital Elements, that contains all relevant data 
or details of the means used by the Manufacturer to ensure that the Contract Product with Digital 
Elements and the processes put in place by the Manufacturer comply with the requirements set 
forth in section 3 of these T&C CS for Suppliers. 

1.6 Contract Products with Digital Elements shall be accompanied by the Intended Purpose of the 
Contract Product with Digital Elements, including the security environment provided by the 
Manufacturer, as well as the product’s essential functionalities and information about the 
security properties. If the Supplier is informed about intended use cases or purpose(s) of use of 
the Contract Product with Digital Elements, and the Supplier supplies Bosch with the Contract 
Product with Digital Elements in this knowledge, the use is deemed as included in the intended 
use. 

1.7 Contract Products with Digital Elements shall be accompanied by the type of technical security 
support offered by the Manufacturer and the end-date of the Support Period during which Bosch 
and users can expect vulnerabilities to be handled and to receive security updates. In addition, 
Supplier shall inform Bosch of the end-date of the Support Period for each Contract Product 
with Digital Elements prior to the conclusion of a contract and/ or binding order regarding that 
product. 

1.8 Contract Products with Digital Elements shall be accompanied by detailed instructions or an 
internet address referring to such detailed instructions and information on: 

(a) the necessary measures during initial commissioning and throughout the lifetime of the 
product to ensure its secure use; 

(b) how changes to the product can affect the security of data; 

(c) how security-relevant updates can be installed; 

(d) the secure decommissioning of the product, including information on how user data can be 
securely removed. 
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1.9 Manufacturer shall inform Bosch in writing if the Manufacturer ceases its operations, and, as a 
result, is not able to comply with section 3 of these T&C CS for Suppliers, before the cessation of 
operations takes effect. 

 

3.5 Manufacturer shall identify and document Vulnerabilities and Components contained in Contract 
Products with Digital Elements, including by drawing up a Software Bill of Materials in a 
commonly used and machine-readable format covering at the very least the top-level 
dependencies of the products. 

3.6 Manufacturer shall in relation to the risks posed to Contract Products with Digital Elements, 
address and remediate Vulnerabilities without delay, including by providing security updates; 
where technically feasible, new security updates shall be provided separately from functionality 
updates. 

3.7 Manufacturer shall apply effective and regular tests and reviews of the security of Contract 
Products with Digital Elements. 

3.8 Manufacturer shall once a security update has been made available, share, and publicly 
disclose information about fixed Vulnerabilities, including a description of the Vulnerabilities, 
information allowing Bosch and third parties to identify the Contract Products with Digital 
Elements affected, the impacts of the Vulnerabilities, their severity and clear and accessible 
information enabling Bosch and third parties to remediate the Vulnerabilities. The Manufacturer 
shall provide Bosch the location under which it discloses information about fixed Vulnerabilities. 

3.9 Manufacturer shall take measures to facilitate the sharing of information about potential 
Vulnerabilities in their Contract Products with Digital Elements as well as in third-party 
Components contained in that product, including by providing a contact address for the reporting 
of Vulnerabilities discovered in Products with Digital Elements. 

3.10 Manufacturer shall provide for mechanisms to securely distribute updates for Contract Products 
with Digital Elements to ensure that Vulnerabilities are fixed or mitigated in a timely manner. 

3.11 Manufacturer shall ensure that, where security updates are available to address identified 
security issues, they are disseminated without delay and free of charge accompanied by 
advisory messages providing Bosch with the relevant information, including on potential action 
to be taken. 

3.12 In case the Supplier is Reseller of Contract Products with Digital Elements the following 
provisions shall apply replacing the aforementioned provisions 3.1 to 3.19 of these T&C CS for 
Suppliers for these products: 

(a) Supplier warrants that its contracts with Manufacturers and subsuppliers ensure that the 
provisions as stipulated under 3.1 to 3.19 are complied with by the Manufacturer of the 
respective product. 

(b) Supplier warrants that the Contract Products with Digital Elements delivered to Bosch 
correspond to the Manufacturer's EU Declaration of Conformity (if available) and are not 
modified or altered in any way that would affect their compliance with the EU Cyber 
Resilience Act (EU Regulation 2024/2847). 

(c) Supplier shall maintain records enabling the identification of the Manufacturers of the 
Contract Products with Digital Elements and other economic operators from whom it has 
purchased them. 

(d) Supplier shall fully cooperate with Bosch and relevant authorities in case of any recall or 
corrective action related to the Contract Products with Digital Elements, including providing 
necessary information and facilitating the return or exchange of non-compliant Contract 
Products with Digital Elements without any costs for Bosch. 
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4. Cybersecurity in Supplier’s Operations 

4.1 If Supplier has obtained a valid ISO/IEC 27001 certification covering the design, development, 
production, and, if applicable, operations of Contract Products with Digital Elements, Supplier 
shall send this certificate, including the scope, to Bosch by his own accord. As long as the 
certification is valid, the following provisions 4.2 to 4.13 of these T&C CS for Suppliers shall not 
apply for the processes and locations in scope of the ISO 27001 certification. 

 

4.2 Supplier shall implement and maintain an adequate Cybersecurity management system 
covering at least the design, development, production and, if applicable, operations of Contract 
Products with Digital Elements in accordance with applicable industry standards. 

4.3 Top management of the supplier shall demonstrate leadership and commitment to the 
Cybersecurity management system by establishing an adequate Cybersecurity policy aligned 
with the strategic direction of the organization. 

4.4 Supplier shall ensure that responsibilities and roles required to maintain the Cybersecurity 
management system and those relevant to the Cybersecurity of Contract Products with Digital 
Elements are assigned and communicated within the organization. 

4.5 Supplier shall ensure all personnel responsible for maintaining the Cybersecurity management 
system and for ensuring Cybersecurity of Contract Products with Digital Elements has the 
necessary competences and is qualified for their role. This includes attendance to relevant 
trainings and regular awareness measures. 

4.6 Supplier shall implement appropriate physical and logical access control to ensure authorized 
access and prevent unauthorized access to information and associated assets. This includes 
processes and procedures for adding, changing, and removing authorizations according to the 
need-to-know and need-to-use principles. 

4.7 Supplier shall implement and maintain an adequate Cybersecurity development life cycle for all 
Contract Products with Digital Elements governing all relevant design, development, production, 
release, maintenance, operations, and, if applicable, decommissioning processes. 

4.8 Supplier shall implement and maintain secure coding guidelines for all languages and 
techniques used in Contract Products with Digital Elements, governing both in-house and 
outsourced development processes. 

4.9 Supplier shall implement adequate change control procedures for Contract Products with Digital 
Elements as well as the IT infrastructure used for the design, development, production, release, 
maintenance, operations, and, if applicable, decommissioning of Contract Products with Digital 
Elements to ensure security, quality, business continuity, and reproducibility. 

4.10 Supplier shall implement adequate incident response procedures for Contract Products with 
Digital Elements as well as the IT infrastructure used for the design, development, production, 
release, maintenance, operations, and, if applicable, decommissioning of Contract Products 
with Digital Elements to ensure rapid analysis and containment of, as well as timely response 
to incidents, including Cybersecurity incidents. 

4.11 Supplier shall implement adequate processes and procedures to manage Cybersecurity risks 
associated with the use of Components, products, and services from his suppliers. This includes 
the use of third-party Components within Contract Products with Digital Elements as well as 
outsourcing of IT services (e.g. software development, hosting/cloud services), both from 
commercial and free- of-charge/ open-source suppliers. 

4.12 Supplier shall define, maintain, and regularly test business contingency plans to ensure the 
delivery of Contract Products with Digital Elements as defined in the Contract can be met, even 
in case of a disruption. 

4.13 Supplier shall conduct regular internal audits and oversight reviews to ensure compliance with 
its Cybersecurity policy, as well as legal and contractual Cybersecurity obligations. 
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5. Audit Rights 

5.1 If Supplier has obtained a valid ISO/IEC 27001 certification covering the design, development, 
production, and, if applicable, operations of Contract Products with Digital Elements, Supplier 
shall send this certificate, including the scope, to Bosch by his own accord. As long as the 
certification is valid, Bosch shall only exercise their rights to audit the processes and locations 
in scope of the ISO 27001 certification as defined in the following provisions 5.2 to 5.8 of these 
T&C CS for Suppliers in case of reasonable grounds. 

 

5.2 Bosch reserves the right to audit Supplier's compliance with the Cybersecurity obligations as 
contractually agreed upon and/ or required by law. Usually, Bosch will notice the Supplier in 
advance with a noticing period of at least two (2) weeks, except the circumstances justify an ad-
hoc audit. 

5.3 Supplier shall support the audit without additional costs. If such audit provides significant 
findings, Supplier shall bear all costs of the audit; if no significant findings arise, Bosch shall bear 
the costs to the extent arranged for by Bosch. 

5.4 Bosch decides whether to carry out the audit remotely in a video conference, or at an 
appropriate location of the supplier. 

5.5 Supplier shall provide all relevant information required for the audit. 

5.6 Bosch reserves the right to conduct the audit by or supported by a qualified third party, who is 
bound to secrecy vis-à-vis Bosch regarding Supplier's business and trade secrets. 

5.7 Supplier shall ensure no personal data of third parties are transmitted or otherwise disclosed 
during the audit. Insofar as this cannot be ensured by implementation of proportionate 
measures, the audit will not be conducted, or the scope of the audit shall be reduced to prevent 
disclosure of personal data of third parties. 

5.8 The number of audits by Bosch is limited to one (1) a year, unless Bosch has a strong indication 
that Supplier does not fulfil cybersecurity obligations to a significant extent. 

5.9 Insofar as an audit reveals non-compliance with the Cybersecurity obligations as contractually 
agreed upon and/ or required by law, Supplier shall immediately rectify and restore compliance. 

 

6. Penetration Tests 

6.1 Bosch reserves the right to perform penetration tests on the Contract Products with Digital 
Elements to test their Cybersecurity and identify potential Vulnerabilities. 

6.2 Bosch reserves the right to conduct the penetration test by or supported by a qualified third 
party, who is bound to secrecy vis-à-vis Bosch regarding Supplier's business and trade secrets. 

6.3 Supplier shall provide support to enable penetration testing by obtaining any necessary consent 
from third parties for this purpose in good time, and, upon request, shall provide evidence of their 
existence to Bosch without undue delay. 

 

7. Miscellaneous 

7.1 None of the rights and obligations in these T&C CS for Suppliers shall be delegated, transferred, 
or assigned without the prior written consent of the other Party. The failure to exercise any right 
provided in these T&C CS for Suppliers shall not be a waiver of prior or subsequent rights. These 
T&C CS for Suppliers – including this clause – may not be amended except in an agreement in 
writing and signed by both Parties. 

7.2 All disputes arising under or in connection with these T&C CS for Suppliers or those that may 
evolve from the question of its validity shall be resolved subject to the choice of law and dispute 
resolution agreed upon between the Parties for the contractual relationship. 


